OFFICE OF THE DIRECTOR,
DIRECTORATE OF FORENSICS SERVICES,
HIMACHAL PRADESH, SHIMLA HILLS, JUNGA, INDIA, 171218
Tel/Fax: 0177-2752521/27, email: sfsl-hp@nic.in

07-06-2018
CORRIGENDUM

Apropos Advertisement No. FSL (CCPWC)/2018 - 2943 Dated: 25/05/2018
published in 'The Tribune' and 'Divya Himachal' on 27™ May, 2018, it is notified for
information of all concerned that the following amendments/substitutions are
made in tender document:

For Item No. 1: High End Forensic Workstation

The complete technical specifications shall be substituted with:

Technical Specifications
HIGH END FORENSIC WORKSTATION

e High Speed Intel ® Xeon Ten Core Processor.

e Liquid Cooling System for temperature control of Dual Processors.

e Chip set and Motherboard- Intel C-602 chipset or better.

e OS Drive: 5126B M.2 32Gb/s SSD Drive

e Temp Drive 512 GB SATA 6 Gbp/s SSD Drive.

e Cache Drive 512 GB SATA 6 Gbp/s SSD Drive.

e Active Evidence Drives 2 x 1 TB SATA 6 Gbp/s SSD Drives with RAID O or
1 setup giving total of 2TB high read write storage for keeping forensic
image under analysis.

e Data Drive 1 x 4TB SATA 7200 RPM 6Gb/s Drive.

e RAID ARRAY 4 x 4TB SATA 7200 RPM in RAID 5.

e RAM- 128 GB DDR4/5 or above expandable upto 1 TB.

e NVIDIA GeForce GTX 1080Ti, 116B GDDR5x, 1582MHz; with HDMI,
DisplayPort x 3 and Dual-link DVI, CUDA Cores 3584.

e Optical Drive- DVD R/W and blue ray devices Combo Drive.

e Monitor- 24" LED or better.
e Windows 10 professional 64 bit or higher version.



e Front Ports: 6 x USB (min. 4 x USB 3.0) 1 x eSATA 66Gb/s; 1 x microphone;
1 x Headphone Rear Ports: 6 x USB (min. 4x USB 3.0); 2 x eSATA 36b/s; 2
x RJ- 45; 1x S/PDIF Out; Audio Ports.

e Key board and optical mouse.

e Integrated write protection for IDE/SATA/SAS/FireWire/USB3.0/PCIe
ports and all integrated write blocked ports should be simultaneously
available for imaging/analysis.

e Front Mounted Drive Bays Optical Disk Drive - 1x 16 x Blu-Ray Burner
Drive, 4 x SATA SSD Trayless for OS, Cache and Active Evidence drives
1 x SATA Trayless for Data Drive.

e 3 x Hot Swap SAS/SATA 3.5 Trayless Bays

e Should have Integrated Write Blocked Multi-Card Reader

e Cooling Bay 1 x Inserting type integrated Drive Cooling Bay with additional

SATA, IDE and USB Write Blocker

e Built-in Malware Triage: Should allow investigator fo triage the exhibits for
potential malicious threat like virus, trojan, rootkits, ransomaware, key
loggers, etc. by querying the file signatures of files inside exhibits storage
with multi antivirus service without submitting actual files to antivirus
providers. It should provide details of static as well as dynamic analysis of
detected malicious threats if available. It should allow generation of easy
undertakes reports of detected threats. (Optional)

e 2KVA online UPS with minimum One Hour battery backup

For Item No. 4: ENCASE FORENSIC V.8 WITH ENCASE MOBILE
INVESTIGATOR

Should provide Latest Version of ENCASE FORENSIC V.8 WITH ENCASE
MOBILE INVESTIGATOR shall be added.

For Item No. 6: 6PS Forensic Tool Kit
Should provide Two GPS devices for training purpose shall be added.

For Item No. 7: OXYGEN/FORENSIC DETECTIVE MOBILE EDIT

shall be substituted with:

A.OXYGEN FORENSIC EXTRACTOR

B. MOBILedit Forensic Express

The technical specifications for Item No: 7A & 7B shall remain same as
for previously asked Item No: 7.

The other terms & conditions shall remain unchanged as mentioned earlier in the
tender advertisement No. FSL (CCPWC()/2018 - 2943.
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